NERC

NORTH AMERICAN ELECTRIC
RELIABILITY CORPORATION

Supply Chain Working Group

2025 Work Plan

Roy P. Adams, Chair, Con Edison
Dr. Tom Duffey, Vice Chair, Knight Consulting
January 27, 2025

RELIABILITY | RESILIENCE | SECURITY

.-',

»
_l o L N
____._.—-—-—'—'—_' vey S s
1
e, 3 " -
E #-
e . ~
‘- S [
" -
> ot o
4w, S
L




NERC

NORTH AMERICAN ELECTRIC
RELIABILITY CORPORATION

SCWG Work Plan Item #1

e Work Plan item name: Respond to FERC SCRM NOPR

e Work Plan item detailed description: Evaluate existing
applicable NERC Reliability Standards and federal supply chain
guidelines and best practices (e.g., NIST and CISA)

= to recommend modifications addressing enhancements outlined in FERC
SCRM NOPR dated September 19, 2024, or recommend new supply chain-
related standards. SCWG would liaise with the NERC-designated drafting
team to address NOPR goals.

e Scheduled completion date: June 2026

e Applicability to address:
= RISC Report

e Priority (H/M/L): H
e Status: Not yet started
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SCWG Work Plan Item #2

e Work Plan item name: Revisions to Security Guideline
Procurement Language.

e Work Plan item detailed description: Draft security guideline is
currently posted for industry comment.

e Scheduled completion date: Q2 2025

e Applicability to address:
= RISC Report

e Priority (H/M/L): M
e Status: In progress
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SCWG Work Plan Item #3

e Work Plan item name: Revisions to Security Guideline Vendor
Incident Response

e Work Plan item detailed description: Draft security guideline is
currently posted for industry comment.

e Scheduled completion date: Q2 2025

e Applicability to address:
= RISC Report

e Priority (H/M/L): M
e Status: In progress

4 RELIABILITY | RESILIENCE | SECURITY



NERC

NORTH AMERICAN ELECTRIC
RELIABILITY CORPORATION

5 RELIABILITY | RESILIENCE | SECURITY



	Slide Number 1
	SCWG Work Plan Item #1
	SCWG Work Plan Item #2
	SCWG Work Plan Item #3
	Slide Number 5

